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(54) Method and apparatus for Interrupt communication in a packet-switched computer system 

(57) An apparatus and method for handling interrupt 
requests from any of a plurality of interrupters to any of 
a plurality of interrupt handlers. Each interrupt handler 
includes an interrupt input request queue for holding a 
plurality of incoming interrupt requests. A system con- 
troller is connected to the interrupters and the interrupt 
handlers, and includes an input queue coupled to each 
interrupter for receiving a plurality of interrupt requests. 
The system controller includes a processor and a mem- 
ory storing instructions for controlling its operation. The 
system controller also includes an output queue cou- 
pled to each interrupt handler (which in many cases will 
also be interrupters), and a counter for monitoring the 
current number, at any given time, of interrupt requests 
pending in each of the interrupt input queues in the 
interrupt handlers. When an interrupt request is sent 
from an interrupter, the system controller determines a 
target for the request, which may be by a target ID in the 
request or may be based upon a predetermined method 
to ensure even distribution of interrupt requests among 
all or a subset of the interrupt handlers. The system 
controller determines whether the target interrupt han- 
dler's input queue is full, and if not then it passes on the 
interrupt request and sends a positive acknowledgment 
to the interrupter. If the queue is full, then a negative 
acknowledgment is sent, and the interrupter then waits 
a random period of time and sends the interrupt request 
again. The target interrupt handler may thus accept 
multiple interrupt requests and process them in order 
without negative acknowledgments. 
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Description 

Background of the Invention 

This invention describes a method and apparatus 
for communicating asynchronous interrupt events as 
from interrupting sources to interrupt handler targets 
across a packet-switched interconnection network in a 
uniprocessor or multiprocessor computer system. The 
interrupt events are executed as low-latency, deadlock- 
free, non-blocking interrupt transactions from interrupt- 
ing sources such as an I/O device or a processor, to 
interrupt handler targets such as another processor. 

Typically, I/O devices have dedicated and persistent 
circuit-switched interrupt signals, and it can be quite 
complicated to communicate them in packet-switched 
interconnects. In a conventional memory subsystem, for 
example, interrupt capability is achieved by hardwiring 
interrupt wires between the interrupting devices and the 
interruptees (the devices being interrupted). Each of 
these wires is unique and unchangeable, once the sys- 
tem is built. 

Typically, the sender of the interrupt in a packet- 
switched interconnect needs to know the sizes of 
receive queues in the respective interrupt handlers (and 
in conventional systems, such queues have a depth of 
only one, meaning that an interrupt handler can accept 
only one interrupt request at a time). This requires 
advance set-up of the system and inhibits flexibility in 
the design once the system is implemented, particularly 
with the use of hardwired interrupt connections. 

Conventional interrupt transactions typically take 
considerably more clock cycles to execute than do data 
transactions, because the software code path of the 
interrupt handler must be involved in the interrupt trans- 
actions. Hence, packet-switched interrupt transactions 
that cannot be delivered in a lossless interconnect (e.g., 
because the destinations are busy handling other inter- 
rupts) can end up remaining in a queue in the intercon- 
nect for a long time and block all transactions behind 
them (the Head Of Line (HOL) effect). Solving this prob- 
lem is a challenge to present-day systems, because 
there is also a potential for deadlock when interrupt 
completion is communicated with a transaction that is 
(or might be) blocked behind other transactions 

In order to solve this problem, many mechanisms 
can be employed, each of them being quite complex. 
For instance, the interconnect can allow other transac- 
tions to bypass a blocking interrupt transaction; how- 
ever, this can cause the system to come to a halt (a 
situation known as live lock"), since there is nothing 
quenching the source of the interrupts. 

Alternately, the source can be told how many total 
interrupt transactions it is allowed to send, and it can 
flow control the interrupt transaction as a special case. 
This requires the interrupter to have knowledge of the 
interrupt handler's queue sizes, and further requires 
some form of dynamic feedback when the destination 
queues are full, all of which adds to complexity 



Typically, when an I/O device interrupts with its per- 
sistent single-wire interrupt, only a single bit of informa- 
tion is carried to the interrupt handler, namely the 
interrupt level. The interrupt handler then has to poll all 

5 the possible I/O devices to see which one interrupted. 
This increases the latency of handling an interrupt, to as 
high as many microseconds. It would be preferable to 
provide a system where the interruptee is immediately 
informed of which device has interrupted, to decrease 

10 the turnaround time of the interrupt operation. 

Interrupt mechanisms utilizing hardwired interrupt 
lines suffer from inflexibility in a number of ways. They 
cannot be modified to redirect the interrupts to different 
slaves without a hard-ware redesign. In such systems, 

15 the relative priority between interrupts when multiple 
interrupters are present is for the same reason not eas- 
ily altered, and as a result there is the decided disad- 
vantage that the designer must try to imagine all 
possible priority conflicts in advance, and then design 

20 those decisions into the hardware. For instance, an 
engineer might have to decide to take all Ethernet inter- 
rupts before any disk interrupts, when in some cases 
this may be desirable. As more interrupt devices are 
available, the priority problem becomes quite difficult, 

25 tending to suppress the number of cases that can be 
handled with any degree of reliable predictability and 
inhibiting any modifications or scalability of the system. 

Another problem with hardwire interrupt mecha- 
nisms is that they do not accommodate different types 

30 of subsystems. For instance, one subsystem might have 
the capability of generating more than one outstanding 
interrupt, i.e. generate a second interrupt before the first 
one has been acknowledged, while others can send 
only one. Similarly, some slave devices are able to 

35 accept only one interrupt, and others can accept many. 
In current systems, these different characteristics need 
to be known in advance and accommodated in the 
design. For devices that can handle only one interrupt, 
for example, a queue can be established; but its size 

40 must be determined in advance, and the interrupting 
devices would have to have knowledge of it. 

A further difficulty presented by conventional inter- 
rupt mechanisms is that simultaneous interrupts 
between two devices, or an interrupt sent to a device 

45 that already has a pending slave request, can result in 
deadlocks. For instance, device A might send an inter- 
rupt to device B, and vice versa, at virtually the same 
time. In prior systems, device B will cease execution of 
its other operations and wait until its interrupt from A is 

so cleared, and vice versa; but if neither A nor B can clear 
the interrupt coming from the other, a live-lock (or dead- 
lock) occurs. A system is needed for resolving this type 
of deadlock, particularly in light of the increasing of 
numbers of potential interrupt devices in today's sys- 

55 terns. 

Systems using hardwired interrupt mechanisms 
further suffer from performance due to the requirement 
that an interrupt destined for a particular device must go 
to that device and to no other, regardless of how busy 
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that device may be. This is a bottleneck that can seri- 
ously inhibit performance of the entire system, particu- 
larly where the interrupter and interruptee being bogged 
down are important devices, such as a processor and a 
disk drive upon which other operations must wait. A 
mechanism for rerouting interrupts to other devices 
would be extremely useful in such situations. 

A new system is therefore needed that provides 
flexible interrupt capability with the ability to assign rela- 
tive interrupt priorities in software, and that accommo- 
dates different types and characteristics of interrupting 
devices and interruptees. Also needed are mechanisms 
for avoiding and/or resolving deadlocking, and for 
decreasing latency of interrupts. 

Summary of the Invention 

A new architectural solution is presented, for map- 
ping circuit-switched interrupt signals from I/O devices 
to packet-switched interrupt transactions, in a conven- 
tional circuit-switched system, and interrupt vector is 
sent with information (e.g. the address) of where to 
access the desired service routine, or else the inter- 
rupter must be polled for that information; by contrast, in 
the present system, an interrupt request packet is sent 
essentially simultaneously with but separately from the 
interrupt requests packet, and the interrupt handler can 
receive the necessary information and data to immedi- 
ately begin processing the interrupt request. 

To accomplish this, the architecture of the present 
invention uses a centralized system controller or inter- 
connect (SC) that acts as an intermediary between 
interrupting devices and interruptees, and keeps track 
of the numbers of interrupts that each interruptee can 
handle, being sure never to send more than the allowed 
maximum. 

The system controller also detects potential dead- 
lock situations, and can send negative acknowledg- 
ments to the interrupters, which then wait a random 
amount of time before regenerating their interrupts. The 
randomness of the wait period makes it highly unlikely 
that the two interrupting devices will collide again when 
they regenerate their interrupts. The SC can queue up 
incoming interrupts, so that multiple interrupt transac- 
tions can be sent to one or more destination interrupt 
handlers, without the interrupters knowing in advance 
the sizes of the receive queues in any interrupt handler. 

The SC can dynamically retarget an interrupt based 
on available space in the interrupt handlers, by keeping 
track of the multiple receive queues of the interrupt han- 
dlers of the potential interruptees. Accordingly, the inter- 
rupt source does not need to know in advance which 
interrupt handler should receive a given interrupt 
packet The retargeting capability also reduces interrupt 
completion latency. 

Applicant has designed a new transaction flow con- 
trol system, described herein and the subject of appli- 
cant's copending U.S. patent application, "Method and 
Apparatus for Flow Control in a Packet-Switched Com- 



puter System" by Ebrahim et al., Serial No. 08/414,874, 
which is designed to be used in conjunction with appli- 
cant's new UPA Architecture as described in detail in 
another of applicant's U.S. copending applications, enti- 

5 tied "Packet-Switched Cache Coherent Multiprocessor 
System" (also by Ebrahim et al., Serial No. 
08/ ). A queuing system for out- 
going master transaction requests utilizing a class con- 
cept is described in another of applicant's copending 

10 U.S. applications, entitled "A Parallelized Master 
Request Class Structure for Interfacing a Processor in a 
Packet Switched Cache Coherent Multiprocessor Sys- 
tem" (also by Ebrahim et al., Serial. No. 08/414,763). All 
of these applications were filed with the United States 

75 Patent Office on filed March 31 , 1 995, and are incorpo- 
rated herein by reference. The present application is a 
continuation-in-part of application Serial No. 
08/414,874. 

In the flow control system of the parent ('474) appli- 

20 cation, HOL-type blocking by an interrupt transaction 
could conceivably increase the latency of all subse- 
quent data transactions in the outgoing master queue, 
which could diminish the performance of a computer 
system. Accordingly, the interrupt control method of the 

25 present invention makes a special exception for inter- 
rupt transactions to cleanly avoid the HOL blocking 
problem, as well as all deadlock and live lock conditions. 
To accomplish this, the interrupter is NACICed if the SC 
cannot deliver the interrupt transaction. Upon receiving 

30 a NACK, the interrupter removes the interrupt transac- 
tion from its outgoing queue, and issues it again after 
waiting a random (or pseudorandom, i.e. within certain 
bounds) interval of time. No state is left in the SC for the 
NACICed transaction, and the interrupter is solely 

35 responsible for retrying it. 

By the use of the SC, a given interrupt transaction 
cannot block any other transactions. In addition, a dedi- 
cated input queue at the slave interface of the interrupt 
handler is provided, specifically for receiving interrupt 

40 transactions, which ensures that the interrupt transac- 
tion - once it has been delivered to the interrupt handler 
- does not block other data or control transactions 
received at that slave interface while the interrupt trans- 
action awaits its turn in the interrupt input queue, thus 

45 removing all potential deadlock conditions. This also 
enables interrupt transactions to be flow controlled sep- 
arately and independently from data transactions, which 
maximizes system performance. 

There are no memory model semantics associated 

so with interrupt transactions, nor are the messages in the 
interrupt data packet constrained by any memory 
model. Hence the delayed retry of the interrupt transac- 
tion by the interrupter, especially when it is a processor 
generating the interrupt to another processor, does not 

55 violate any processor memory models. 

To decrease the latency of handling an interrupt, 
the system in its preferred embodiment provides a large 
data packet (64 bytes) along with the interrupt request 
transaction. This data packet can carry both interrupt 
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priority information and device-specific identification 
information to the interrupt handler. The data packet can 
also be used to opaquely transfer state information back 
to the interrupt handler from the I/O device to accelerate 
the time it takes to handle the interrupt ("opaquely" in $ 
the sense that the SC does not need to read or under- 
stand the contents of the state information). This state 
information can be as simple as index information into 
an array in the interrupt handier, or as complex as an 
actual function call pointer for the specific interrupt han- w 
dler for the interrupting device that the interrupt handler 
can jump to. 

The system controller of the invention can be used 
in connection with single-wire interrupters, which con- 
ventionally have relative priorities assigned one a wire- is 
by-wire basis. The current system can assign be config- 
ured in hardware or software to assign relative interrupt 
priorities to such incoming interrupt requests, and thus 
allows the interrupt requests to be sent immediately by 
any interrupter, leaving the priority decisions to the sys- 20 
tern controller. 

The interrupt mechanism of the invention is scala- 
ble, thereby tending to minimize latency of the last inter- 
rupting device when several devices are interrupting, by 
way of contrast with large or maximally dimensioned 25 
interrupt systems. 

The present invention employs a method and appa- 
ratus for determining the total queue sizes of all the 
queues in the system, and in particular the interrupt 
queues in interruptible devices, at initialization time, and 30 
for permitting a master (e.g. a processor) to send a 
number of interrupt requests only to the extent of that 
total. The SC is connected between one or more mas- 
ters (e.g. microprocessors) and the slave devices, which 
may be I/O units, disk drives, memory, etc. The SC 35 
includes a request queue for each master, and each 
master includes a counter indicating the number of out- 
standing interrupts from that master to the controller. 

The controller avoids issuing any interrupts down- 
stream when the respective counter indicates that the 40 
corresponding interrupt queue downstream is full. 
When an interrupt is cleared, the relevant counter is 
decremented to indicate the availability of a place in the 
interrupt input queue. 

The present system allows a simple, flexible design 45 
to be used, which is easily scalable and variable with the 
numbers and characteristics of interrupters and inter- 
ruptees, and avoids the problems presented by hard- 
wired interrupt mechanisms. The slave interrupt queues 
can be minimized in size as desired for price/perform- so 
ance considerations and desired bandwidth, without 
fear of losing any transactions due to smaller queue 
sizes. 

Additionally, a variety of systems ranging from 
small/inexpensive to large/expensive systems can be 55 
designed from the same modular CPU and I/O inter- 
faces by simply down- or up-scaling (-sizing) the 
respective queues and buffers in the SC, as desired. 
Since the SC controller is custom-designed to accom- 



modate a given set of masters and slaves with a given 
range of queue sizes, the masters and slaves needn't 
be redesigned at all. Because the SC is relatively inex- 
pensive, a number of different SC designs can be uti- 
lized without appreciably raising the cost of the system - 
- which would not be the case if the processors and 
slave devices needed modification. 

Scalability is facilitated by not requiring the inter- 
rupter to have any knowledge of the queue depths of the 
various interrupt handlers, nor how many interrupt han- 
dlers there are in the system. Instead, the packet- 
switched interconnection network keeps track of the 
queues in all the interrupt handlers as described below, 
and can either dynamically re-target the interrupt to an 
interrupt handler whose slave input queues are not full, 
or NACK the interrupter if the specified target is busy. 
This presents decided advantages over dedicated sin- 
gle-wire interrupt architectures, where the interrupt line 
may be shared by multiple interrupting devices, and 
where, if it is hardwired to a specific processor, no flexi- 
bility is provided for load balancing and retargeting, 
which are essential aspects of scalability. 

However, such architectures using dedicated hard- 
wired interrupt lines can be coupled to the apparatus of 
the present system, providing greater flexibility by allow- 
ing the use of older, extant apparatus ina system provid- 
ing the interrupt control of the present invention. 

Brief Descriptipn of the Drawings 

Figure 1 is a block diagram of a preferred embodi- 
ment of a computer system incorporating the present 
invention. 

Figure 1 A is a block diagram of a more generalized 
embodiment of a computer system incorporating the 
invention. 

Figure 2 is a more detailed diagram of a portion of 
the system shown in Figure 1 . 

Figures 3A-3B together constitute a flow chart illus- 
trating a generalized implementation of transaction flow 
control in a system according to the invention. 

Figures 4-7 are block diagrams illustrating transac- 
tion flow control for different types of transactions in a 
system according to the invention. 

Figure 8 illustrates an exemplary data structure for 
an interrupt request of the invention. 

Figure 9 is a block diagram illustrating interrupt 
transaction control according to the invention. 

Figure 10 is a flow chart depicting a method of inter- 
rupt transaction control of the invention. 

Figure 1 1 is a block diagram illustrating the use of 
the invention with a hardwired interrupting device. 

Description pf the Preferred Embodiments 

The method and apparatus of the invention are 
directed specifically to interrupt handling in a uniproces- 
sor or multiprocessor system. The interrupt transaction 
control of the invention works in a manner consistent 
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with the apparatus and method of transaction flow con- 
trol as described in the parent ('474) application men- 
tioned above, but includes special features directed 
particularly to interrupt events, and the specific rules 
and method for interrupt transaction flow control for the 5 
master interlace are different from the rules for data 
transaction flow control. Thus, below the generalized 
method and apparatus of transaction flow control are 
first described in Section 1 (in connection with Figures 
1 -7), followed by a discussion in Section 2 of the special 10 
features of interrupt transaction control (in connection 
with Figures 8 et seq.). 

Section 1, General Transaction Flow Control Method 

and Apparatus is 

Figure 1 is a top-level block diagram of a computer 
system 10 in which the present invention is realized. 
This diagram relates to a specific implementation of 
applicant's new Ultrasparc Architecture, which is 20 
described fully in the document UPA Interconnect 
Architecture, by Bill van Loo, Satya Nishtala and Zahir 
Ebrahim. Sun Microsystems, Inc.'s internal release ver- 
sion 1 .1 of the UPA Interconnect Architecture has been 
submitted as Appendix A to a related patent application 25 
by applicant, entitled "Method and Apparatus for Flow 
Control in a Packet-Switched Computer System", by 
Ebrahim et al. That patent application, filed in the United 
States Patent Office on March 31, 1995, describes 
many of the broader features of the UPA architecture, 30 
and is incorporated herein by reference. 

The generalized transaction flow control method 
uses a new system interconnect architecture and con- 
comitant new methods for utilizing the interconnect to 
control transaction requests and data flow between 35 
master devices and slave or memory devices. 

In Figure 1, the system 10 includes a UPA module 
20 and an interconnect network or module 25, which in 
different embodiments of the invention may or may not 
be connected to the data path. The UPA module may 40 
include such devices as a processor 30, a graphics unit 
40, and an I/O unit 50. Other units may be included, and 
act as the master units for the purposes of the present 
invention. A master interface is defined as the interface 
for any entity initiating transaction requests; examples 45 
of such masters are a CPU making memory requests, 
or an I/O channel and bridges making DMA requests. 

In general, in this application a master is exempli- 
fied by a processor. However, a master may be any 
transaction-requesting device, whether or not it includes so 
a microprocessor. Similarly, a "slave" refers herein to 
any device that can accept a transaction request, 
including both memory and non-memory devices, etc., 
and including devices such as processors and I/O con- 
trollers that may themselves act as masters. ss 

For the purposes of this invention, a "transaction" 
may be defined as a request packet issued by a master, 
followed by an acknowledgment packet (not necessarily 
a full packet, depending upon the chosen implementa- 



tion) from the recipient immediately downstream. There 
may or may not be a data transfer accompanying a 
request packet, and the data transfer may either occur 
on the same set of wires as the request packet, or on 
separate datapath wires. This is described in greater 
detail below in connection with Figures 4-7. 

A UPA port 60 couples the module 20 to a system 
interconnect controller (SC) 70, which is in turn coupled 
to one or more slave interface(s) 80. The slave interface 
may be an interface for memory (such as main mem- 
ory), an I/O interface, a graphics frame buffer, one or 
more bridges to other interconnection networks, or even 
a CPU receiving transactions to be serviced. In general, 
any device that accepts transaction requests for servic- 
ing may be given a slave interface 80 in accordance with 
the invention, such as conventional memory device(s) 
85 and/or standard I/O device(s) 95. 

In a preferred embodiment, the system controller 
70 and UPA interface 60 are carried on the main proces- 
sor chip, and the slave interface is on the motherboard, 
though many variations are possible. More generally, 
each master (whether a processor or some other 
device) has a UPA master interface, and each slave 
includes a UPA slave interface. The system controller in 
each case resides with the system. 

A datapath crossbar 90 is also included in the inter- 
connect module 25, and is coupled to the slave inter- 
facets), the system controller 70, and the ports 60. The 
datapath crossbar may be s simple bus or may be a 
more complicated crossbar. (The UPA ports 60 may be 
configured as part of either the UPA module 20 or the 
interconnect module 25.) The datapath unit 90 is used 
to transmit read and write data in a manner to be 
described below. 

One or more conventional memories or other data 
storage devices 85 and one or more input/output (I/O) 
devices 95 forming part of the system 10 are provided 
for user interface, data output, etc.; these various slave 
devices may include RAM, ROM, disk drives, monitors, 
keyboards, track balls, printers, etc. They are coupled 
into the interconnect module 25 via the slave interfaces 
80. The "slave" designation means in this case only that 
such devices accept requests from one or more proces- 
sors and fulfill those requests. 

The interconnection network may in general take 
the form of a number of different standard communica- 
tion topologies that interconnect masters and slaves, 
such as a point-to-point link, a single bus or multiple 
buses, or switching fabrics. The interconnect may 
employ any of a number of conventional mechanisms 
for switching the transaction request to a slave using 
one or more signal paths, and the switching may be 
based either on the addressing information contained in 
the transaction request packet, or on another protocol 
not necessarily dependent on the contents of the 
request packet There may be any amount of buffering, 
or no buffering, in the interconnect. 

The preferred embodiment(s) of the invention 
shown in Figure 1 (and Figure 1A; see discussion 
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below) has a centralized controller that connects to all 
masters and all slaves, and consequently has complete 
visibility to system request and data traffic. An alterna- 
tive embodiment involves the use of distributed control- 
lers, in which case it is desirable to maintain visibility, 
and in certain designs a maximum-capacity queue size 
may be needed. 

Figure 1 A shows a more generalized block diagram 
of a system according to the present design. Here, there 
are multiple masters (three exemplary masters M1-M3 
being shown). These masters may act in certain circum- 
stances as slaves. For instance, if M1 is a processor 
and M3 is an I/O controller, then M3 will often act as a 
slave to M1 , as in the initialization procedure described 
below. On the other hand, during a DMA (direct memory 
access) operation, the I/O controller M3 will act as a 
master to a memory device, such as any of one to many 
of memories represented as M1 ... M2 in Figure 1 A. 

Slave devices S1 ... S2 (which may be one, several 
or many slave devices) are also provided, and the mas- 
ters, memories and slaves are coupled via a system 
controller 75 in the same fashion as the system control- 
ler 70 is coupled to the master and slave(s) in Figure 1 . 
The SC 75 is coupled via a datapath control bus 77 to a 
datapath crossbar (or interconnect) 92, as with the data- 
path crossbar 90 in Figure 1 . The control bus 77 will typ- 
ically be much narrower than the system or data buses; 
e.g. in a preferred embodiment of applicant's system, 
the datapath is 72 or 1 44 bits wide, while the SC datap- 
ath control bus may be only 8 bits wide. 

As indicated above, the SC 75 has complete visibil- 
ity to all masters, slaves, and memory. The system con- 
troller need not be on the datapath, but should have 
control over and visibility to the datapath. 

The SC, masters, memories and slaves in Figure 
1A are interconnected by address/control (A/ctrl) lines 
as shown, which may be unique (dedicated, point-to- 
point links) address/control lines or may be bussed 
together. Data may also be bussed or switch-con- 
nected. Address/control and data lines/buses may 
share the same links, such as by providing shared 
address/data buses. 

A boot PROM 94 is connected by a bus to the I/O 
controller M3, which reads it upon start-up to initialize 
the system in a conventional manner (e.g. to initialize 
the CPU, registers, etc.), and in addition to initialize the 
queues, registers and counters of the present design. 
The initialization procedure is described in detail below 
relative to Figure 4. 

Figure 2 illustrates an interconnect module 100 in a 
specific implementation where two master interfaces (or 
"masters") 1 10 and 120, a single system controller (SC) 
130, two slaves interfaces (or "slaves") 140 and 150, 
and a datapath crossbar 155 are used. There may in 
principle any number of masters and slaves. The mas- 
ters may be any of the interlaces discussed above, or in 
general any devices or entities capable of issuing trans- 
action requests. 



Each slave 140 and 150 includes a slave queue 
(160 and 170, respectively) for receiving transaction 
requests. The maximum sizes of these slave queues 
are represented by values in port ID registers 180 and 

5 190, respectively. 

Masters 110 and 120 include data queues or buff- 
ers 115 and 125, and staves 140 and 150 include data 
queues or buffers 185 and 195, whose functions are 
described in detail relative to Figures 6 and 7 below. 

10 The maximum sizes of the slave write data queues 185 
and 195 are also represented by values in port ID regis- 
ters 180 and 190, respectively. In the special case 
where there is a one-to-one correspondence to a 
request queue entry (e.g. 100) and a data buffer in the 

15 write data queue (e.g. 185), with the write data queue 
being maximally dimensioned to hold an entire packet 
(i.e. dimensioned such that it can hold the largest con- 
templated packet size), then the queue size in 180 can 
be represented by a single number. 

20 In Figure 2 the slaves 140 and 150 may be any of 
the slave devices described above with respect to slave 
80 in Figure 1, and in particular slaves 140 and 150 may 
represent any number of memory or non-memory slave 
devices. 

25 

Initialization Operation 

The basic steps that take place at initialization 
include: 

30 

(1) determine the sizes of the respective receive 
queues of all the slaves coupled to the system; 

(2) store the sizes of the slave receive queues in 
registers within the system controller; 

35 (3) determine the sizes of the system controller's 
receive queues; and 

(4) store the sizes of the system controller receive 
queues in predetermined registers in the master(s). 

40 Thus, at system initialization, the initialization soft- 
ware reads the contents of the size fields for the request 
queue and write data queue in each slave, and then 
copies these values into corresponding fields inside the 
configuration (config) register 200 of the SC 130. 

45 This applies to all of the input request queues (dis- 
cussed below) shown in Figures 6 and 7, namely the 
PREQ, SREQ and INT request input queues. (The inter- 
rupt request queue and interrupt operation are, as 
noted, discussed in detail in Section 2 below.) There is 

so a separate config register, or field within such a register, 
correlated with each of these queues; and there is a 
separate value in an ID register in each slave indicating 
the respective values of these queues. In addition, there 
is a separate counter in the SC to keep track of the 

55 number of pending requests in each of these queues. 
The operations of these elements is described below. 

In one embodiment, the values in ID registers 170 
and 180 (representing the slave queue sizes) are stored 
in separate fields in configuration ("config") register 200 
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of the SC 130. In addition, the values of the SCID regis- 
ters 255 and 265 (representing the SC queue sizes) are 
stored in config registers 270 and 280, respectively, of 
the master interfaces 1 10 and 120. 

Alternatively, config register 200 may be replaced s 
by a separate configuration register for each UPA port 
implemented in the given SC. In this case, there would 
be two separate config registers, one for each of slaves 
140 and 150. 

The masters 1 10 and 120 also include transaction w 
request output queues 290 and 300, respectively, which 
are used to queue up transaction requests from each of 
the master interfaces to the SC 130. Each master 1 10 
and 120 has a counter (310 and 320) used to track the 
number of pending transaction requests, as described is 
below. 

The SC 1 30 is provided with output queues 210 and 
220 and associated counters 230 and 240, respectively, 
whose operation wiil be described below. 

The SC 130 also includes an SC instruction (or 20 
transaction request) queue (SCIQ) for each master, so 
in this case there are two SCIQ's 250 and 260. Associ- 
ated with each SCIQ is an SCID register, namely regis- 
ters 255 and 265, respectively, containing a value 
representing the maximum size of the associated SCIQ. 25 

The circuitry for carrying out the operations of the 
SC is indicated by SC logic module 245 in Figure 2, and 
may include conventional hardwired and/or software 
logic for carrying out the necessary functions. For 
instance, an ASIC may be provided for carrying out the 30 
transaction request handling, queue control, numerical 
comparisons and counting, etc. that are used in the 
invention. Alternatively, a general purpose processor 
could be used, configured (such as by program instruc- 
tions stored in an associated conventional memory, e.g. 35 
ROM or RAM) to execute the functions discussed 
herein. 

Many combinations of standard hardware and soft- 
ware are possible to execute these functions in the sys- 
tem controller; and the same is true of the functions 40 
carried out in the slave devices (see slave logic modules 
142 and 152) and the master devices (see master logic 
modules 112 and 122). Here, the logic modules repre- 
sent all of the circuitry, programming, memory and intel- 
ligence necessary to carry out the functions of the 45 
invention as described; assembling the hardware and 
software to do so is a matter of routine to one skilled in 
the art, given the teaching of this invention. (Where a 
master device is a processor, the logic for implementing 
the present invention can of course be made up in large so 
part of the processor itself and the instructions it exe- 
cutes.) The particular implementation of these logic 
modules, and the extent to which it is represented by 
software or hardware, are widely variable and thus 
shown only in block form in Figure 2. 55 

The initialization sequence will now be described 
with reference to Figures 1 A and 2 (for the architecture) 
and Figures 6-7 (for the flow control of the initialization 
sequence). The instructions for the initialization 



sequence are stored in nonvolatile memory, in this 
embodiment in the boot PROM 94. The processor M1 
has a fixed address to the boot PROM 94, and accesses 
it by a read request over address/control line A/ctrl-1 to 
the SC 75. The SC sends the request via the datapath 
control line or bus 96 (which may be an 8-bit bus) to the 
datapath crossbar 92, which in turn accesses the I/O 
controller M3. The I/O controller thus acts as a slave to 
the processor M1 in this operation. 

(It should be noted throughout the present descrip- 
tion that for the sake of clarity split address and data 
buses are assumed and illustrated; however, the 
present invention is equally applicable to systems using 
shared address/data buses.) 

The I/O controller M3 accesses the boot PROM 94 
to read the code for the initialization sequence, and 
sends it via line A/ctrl-3 to the SC 75, which sends it on 
to the processor M1. 

In Figure 1A, the SC 75, masters M1-M3, slaves 
S1-S2 and memories Mem1-Mem2 include the config 
registers, counters, SCID registers, ID registers, master 
queues, SCIQ's, and slave queues as depicted in Figure 
2; however, for the sake of clarity these elements are not 
shown in Figure 1A. 

Once the processor M3 has retrieved the initializa- 
tion sequence instructions from the boot PROM 94, they 
are executed. The first operation is to read the ID regis- 
ters of the memories and slaves. These ID registers, as 
described above with respect to Figure 2, contain the 
values of the respective slaves' instruction queues and 
write data queues. The flow control sequence that is fol- 
lowed for this read operation follows that described 
below for the Slave Read Flow Control in Figure 6, the 
data from the ID registers being retrieved via a data bus 
(or datapath) 715. 

The ID register values are written to the config reg- 
isters (such as config register 200) of the system con- 
troller (75 in Figure 1A, 130 in Figure 2). As discussed 
above, there is one config register per slave, or at least 
one field in a config register for each slave. The flow 
sequence followed for this write operation is as dis- 
cussed below relative to Figure 7. The I/O controller for 
the system is used for this purpose. Thus, assuming in 
Figure 7 that for this operation the slave 710 is the I/O 
controller, the master (in this case, a processor) 700 
causes the SC 720 to write the ID register values from 
each slave to its own config registers. In each case, the 
respective ID register value is stored in a buffer of the 
processor (master 700 in Figure 7 or master M1 in Fig- 
ure 1 A), and this value is passed to the system control- 
ler to the I/O controller (slave 710 in Figure 7 or 
master/slave M3 in Figure 1 A), which then writes it right 
back to the system controller via the datapath provided 
for that purpose (data bus 715 in Figure 7). 

The next step in the initialization procedure is to 
read the sizes of the receive queues of the system con- 
troller (e.g. the SCIQ's 0 and 1 shown in Figure 7 or 
SCIQ's 250 and 260 in Figure 2). The receive queue 
sizes are stored in the SCID registers (see registers 255 
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and 265 shown in Figure 2). This read operation is exe- 
cuted using the I/O controller of the system, resulting in 
the master/processor storing the SC receive queue val- 
ues in a buffer or preassigned register. 

Finally, these SCIQ sizes are written into the master 5 
conf ig registers (such as 270 and 280 in Figure 2). If the 
system is a uniprocessor system, then this amounts the 
processor writing the SCID values to its own conf ig reg- 
ister and to the conf ig registers of other devices that can 
act as masters. If it is a multiprocessor system, then one 10 
processor acts as a master and writes SCID values to 
both its own corrfig register and to those of the other 
processors. 

General Operation of Flow Control is 

Below is a generalized description of transaction 
request flow control in the present invention, followed by 
a more specific description of the preferred embodiment 
of the invention including details as to the initialization zo 
sequence and flow control for specific types of transac- 
tion requests. 

After initialization of the config register 200 in the 
SC 130 and the config registers 270 and 280 in the 
masters, normal operation of the system 100 can com- 25 
mence. During operation, the SC maintains in its config 
register 200 a copy of the respective values of the slave 
ID registers 180 and 190, and hence "knows" the maxi- 
mum number of transaction requests that each slave 
interface can handle in its slave request queue (160 or 30 
1 70), and the maximum amount of data that can be held 
in its slave data queue (185 or 195). At any given time, 
the counters 230 and 240 store the number of pending 
transaction requests in the corresponding slave request 
queue, and the size of the pending store data in the 35 
slave store data queue. Unissued transaction requests 
may in some circumstances be stored for the slaves 1 40 
and 150 in output queues 210 and 220, which may be 
arbitrarily large, and in particular may be larger than the 
SCIQ's 250 and 260. In other circumstances, requests 40 
remain enqueued in corresponding SCIQ's. 

When a master, e.g. master interface 110, has a 
transaction request to issue, it first compares the value 
in its counter 310 with the value in the config register 
270. If the counter value is less than the config register 45 
value, then the request may be issued. The request is 
sent from the master's output queue 290 to the SCIQ 
250, and the counter 310 is incremented by one. 

The SC 130 then determines to which of the two 
slaves 1 40 and 1 50 the transaction request is destined, so 
and checks the counter for that queue. For instance, if 
slave 140 is the destination for the transaction request, 
then the SC 130 checks the counter 210 and compares 
the value stored there with the value in the config regis- 
ter 200 corresponding to the ID register 1 80. If the coun- ss 
ter 230 value is less than the value stored in the config 
register, then the SC 1 30 issues the transaction request 
and increments the counter 230. Otherwise, the trans- 
action request is maintained in the output queue 210. 



(In some transactions related to ordering constraints for 
transactions for different requests from the same mas- 
ter, it may be desirable to leave the request in the SCIQ 
250.) 

Assuming the transaction request is issued in this 
example, then the SC 130 sends a signal to the master 
110 to this effect (upon completion of the transaction, 
e.g. the transfer of data) and removes the transaction 
request from its input queue 250 (upon sending of the 
reply). The master 110 accordingly decrements its 
counter 310, which enables it to issue an additional 
pending transaction request. If the counter 310 was at 
its maximum (indicating that the SCIQ 250 was full), the 
decrementation of the counter 310 allows room for a 
single additional transaction request from the master 
1 1 0 to the SC 130. If the counter 310 was not at its max- 
imum value, then the decrementation of the counter 310 
simply adds one to the number of transaction requests 
available to the master interface 110. 

The output queues 210 and 220, which may be 
arbitrarily large in size (and in particular may be much 
larger, if desired, than SCIQ's 250 and 260 and slave 
input queues 160 and 170) are preferable but not nec- 
essary to the operation of the present invention. If sep- 
arate output queues are not kept for the two slaves 
(queue 210 for slave 140 and queue 220 for slave 150), 
or if ordering constraints for the master prevent the use 
of both queues 210 and 220, then the transaction 
requests stored at queues 250 and 260 must wait until 
the respective destination slaves can accept them 
before being cleared out of their queues. 

Such ordering constraints in the system may be 
global ordering requirements. That is, in a particular 
system it may be required that a pending transaction in 
queue 210 from master 110 (intended for slave 140) be 
processed before a succeeding transaction from master 
1 1 0 intended for slave 1 50 can be processed. 

Aside from such an ordering requirement, or 
assuming the pending transactions in SCIQ's 250 and 
260 are from different masters, then either of these 
queues 250 and 260 can release a request for either 
slave 140 and 150 via the SC output queues 210 and 
220, thereby allowing an increase in throughput. For 
instance, a slave 140 request in SCIQ 260 can be sent 
to SC output queue 210 even if slave 140 is full (i.e. its 
input queue 170 is full), and a succeeding slave 150 
request from SCIW 260 can then be sent to slave 150. 
If the SC output queues were not provided, then the 
slave 150 request would have to wait for slave 140 to 
clear before being issued. The SC output queues thus 
provide truly independent operation of the two slave 
interfaces. 

The SCIQ's 250 and 260 are independent of one 
another, as are the master interfaces and their respec- 
tive counters. Thus, the SC 130 is configured to handle 
a predetermined number of requests from each of the 
masters, with the number of requests that can be 
accepted from each master being independent of the 
other(s); that is, the sizes of the SCIQ's are independent 
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of one another. In addition, it is possible that an individ- 
ual master may be capable of multiple requests inde- 
pendent of others from that master, so the request 
queue 290 (or 300) and corresponding SCIQ 250 (or 
260) can in each case be split into multiple queues. 5 

Any master can request transactions to any slave 
via the SC, for any selected number of master and 
slaves. The SC will typically be an ASIC configured for a 
given system with a predetermined maximum number 
of master and slave interfaces. Since it is a relatively 
simple and inexpensive ASIC (by comparison with the 
system as a whole), it provides great flexibility and 
economy by allowing designers to easily configure dif- 
ferent SC's at low cost for different systems, each one 
tailored to the specific needs of that system. 

The logic for the carrying out of the invention is pro- 
vided by hardware/firmware logic of the SC ASIC and 
the master and slave interfaces, and by program 
instructions stored in memory 85 of the system, as 
shown in Figure 1. Alternative embodiments may imple- 
ment the logic in other fashions, e.g. by providing mem- 
ories and general purpose processors to carry out any 
of the steps executed by the master interfaces, system 
controller and slave interfaces of the preferred embodi- 
ment of this invention. 

Operation of the System Controller 

Referring now to Figures 3A-3B, at initialization 
(box/method step 400) all UPA port ID registers (e.g. the 
slave ID registers 180 and 190 in Figure 2) are read, 
and their contents are written into the appropriate fields 
in the SC config register 200 (or into separate, dedi- 
cated conf ig registers, as discussed above). The sepa- 
rate fields in a single SC config register embodiment is 
more likely to be used when the UPA (slave) ports are 
configured with a PROM instead of a port ID register. In 
the present application, whenever fields of the config 
register are referred to, it may be taken alternatively to 
mean separate config registers, and vice versa. 

At box 410, the master registers are now initialized, 
which involves reading the SCID registers 255 and 265 
and writing the SCIQ sizes (stored in those registers) in 
the respective config registers 270 and 280. 

Since at start-up the config registers 200 fields and 
the config registers 270-280 must allow at least one 
transaction apiece (to read their corresponding ID regis- 
ters 180-190 and 250-260, respectively), they are initial- 
ized to a value of "1" to begin with, to "bootstrap" the 
start-up. Then, when the read-ID-registers transaction 
requests are issued, and the counters are decre- 
mented, the requests will be allowed. (If the config reg- 
isters were all at 0, no transactions would be allowed.) 
Upon the reading of the respective ID registers, the con- 
fig register values are replaced with the correct values, 
i.e. the actual sizes of their associated ID registers. 

At box 420, it is determined whether a new transac- 
tion request is pending in one of the masters, e.g. the 
master 120. If not, the procedure stops at box 422 (but 



may recommence at box 420 at any time that a new 
transaction request is made). 

At box 424, if the pending transaction request is for 
a read operation, then the system determines whether 
the master read data buffer (discussed in greater detail 
below) for the master interface is ready to accept data, 
i.e. whether there is sufficient room in the master read 
data buffer to receive the data to be read. If not, then the 
system waits as at box 426 until the master read data 
buffer is ready. Note that a write operation need not be 
held up during a wait period for a read operation, but 
may proceed independently; and vice versa. 

For a write operation, the system determines 
whether the data to be written to one of the slaves via a 
slave interface or memory is in fact ready for writing in 
(transmission to) a master write buffer. If not, again at 
box 426 a wait period is executed, until the data item is 
ready for writing. 

When either the read or the write operation is ready 
for execution as far as the master interface is con- 
cerned, then at box 430 the system tests whether the 
value of the master counter (in this example, counter 
320) or equal to the value stored in the config register, 
i.e. the size of the associated SCIQ 260 (as originally 
provided by the SCID register 265). (The master coun- 
ter should never be able to exceed the value stored in 
the config registers, but in case it did this could be taken 
into account by using a "s" instead of v in the compar- 
ison test.) If the counter has not issued requests equal 
to the total SC IQ 260 size, then this test will be false and 
the method proceeds to box 440. 

If the counter value has reached its maximum 
allowable value, then the transaction request will not be 
passed on to the SC, and the method proceeds to box 
500. In this case, the transaction request pending in the 
master interface is required to wait (box 510) until a 
complete-transaction signal has been received from the 
SC before it can be issued. In a preferred embodiment, 
this complete-transaction signal takes the form of an 
S_REPLY signal, discussed in detail below with respect 
to Figures 4-7. 

When this complete-transaction signal is received 
by the master interface 110 (box 500), the master inter- 
face decrements the counter associated with that SCIQ 
(box 530) and proceeds to the step at box 440. 

At box 440, the counter 320 is incremented by one, 
and at box 450 the transaction request is sent by the 
master to the SC. Thus, the counter 320 now reflects 
the sending of one (or one additional) transaction 
request. 

It will be appreciated that boxes 420-450 and 500- 
520 all relate to method steps that are carried out by or 
in the master or master interface, such as master inter- 
faces 1 1 0 and 120. It will be seen below that boxes 452- 
458 and 462-490 (i.e. almost all of Figure 3B) relate to 
method steps carried out in or by the system controller 
(SC). Boxes 460 and 495 relate to the method steps of 
reading and writing data as appropriate. 
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The SC is provided with intelligence and/or logic 
(hardware and/or software) to determine whether it has 
a transaction request pending in its request receive 
queue (such as SCIQ's 250 and 260). If so, then at box 
452 the transaction request at the head of the queue is 5 
examined to determine which slave is intended as the 
recipient for the request. This queue control and recipi- 
ent determination is carried out in a conventional man- 
ner. 

At box 454 (Figure 3A), the method determines 
whether the pending operation is a memory operation 
or a non-memory slave operation. If it is a memory oper- 
ation, then at box 456 the method determines whether 
the recipient memory is valid, given global or other 
ordering constraints. 

Some such possible constraints relate to delaying 
the processing of a memory or slave request by a given 
master until any requests to any other memory or slave, 
respectively, by that same master are resolved. That is, 
from a given master, e.g. master 1 , a series of transac- 
tion requests to slave 1 may issue, and then a transac- 
tion request may be issued for slave 2. A preferred 
embodiment of the present system ensures that all of 
the pending slave 1 requests (from master 1) are com- 
pleted before the new slave 2 request is executed. This 
ensures any slave 1 action upon which the new slave 2 
transaction might rely will have taken place. Thus, 
strong global ordering of transaction requests from a 
given master with respect to requests issued to different 
slaves is maintained. This is accomplished by requiring 
the master to await a signal called S_REP from slave 1 
before issuing the slave 2 request, discussed below. 

In other systems, it may be preferable to allow mas- 
ter 1 to freely issue multiple request to slave 1 without 
awaiting an S_REPLY (transaction-complete) signal 
from slave 1 . Even in such systems, there may be order- 
ing or other constraints upon transactions that can tem- 
porarily disallow given memories or non-memory slaves 
from accepting certain transactions, either of predeter- 
mined transaction types or from particular masters, or 
both, or for some other reasons. 

If for any of these reasons the recipient memory is 
not valid or available at this time, then at box 458 the 
method waits until the memory is valid and available. 

If the recipient memory is valid, then at box 460 the 
data is read or written to/from memory as required, and 
the S__REPLY (transaction complete) signal is sent, as 
described in greater detail below. 

If the pending transaction is a non-memory slave 
transaction, then at box 462 the method determines 
which slave is to receive the request. At box 464, it is 
determined whether the recipient slave is a valid recipi- 
ent at this time, given the ordering or other constraints 
mentioned above. If not, at box 466 the method waits 
until the slave is valid. 

Once the slave is valid for this transaction, then the 
transaction request is moved into the corresponding SC 
output queue (SCOQ) 210 or 220. 



If the pending transaction is a slave write transac- 
tion, than at this time (box 470) the SC enables the data- 
path 155 via a datapath control signal, and the master 
(whose transaction is pending) is then able to move the 
data through the datapath to the appropriate slave input 
queue (185 or 195). The SC then sends its transaction- 
complete (S_REPLY) signal to both the master and the 
slave (see discussion below relative to Figure 7). 

At box 475, the SC 130 then checks the counter for 
the recipient slave, e.g. counter 240 if slave 150 is the 
destination for the pending transaction request. If the 
counter equals or exceeds the value in the conf ig regis- 
ter (i.e. the size indicated by the ID register 180 or 190, 
which were read at initialization), then the request is not 
yet allowed. In this case, then steps 530-550 are fol- 
lowed (essentially identical to steps 500-520), until a 
free line opens up in the destination slave queue to 
receive the transaction request. 

If the appropriate counter (230 or 240) has not 
reached its maximum allowed value, then it is incre- 
mented by one (box 480), and the transaction request is 
sent to the recipient slave (box 490). 

If the pending transaction is a slave read request 
then at this point (box 495) the read operation is initi- 
ated. When it is complete, the slave sends a P_REPLY 
to the SC, and the SC sends S_REPLVs to both the 
requesting master and the recipient slave. See the dis- 
cussion below relating to Figure 6 below for details 
about the transaction and data flow for slave read 
requests. 

At this point, the method then proceeds to box 420 
in Figure 3 A, i.e. it is determined whether another trans- 
action request is made. 

The flow chart of Figures 3A-3B does not necessar- 
ily indicate a strictly linear sequence with respect to dif- 
ferent transactions (though for a given transaction the 
flow is linear); e.g. in preferred embodiments a transac- 
tion request can be allowed to issue from one of the 
master interfaces even as another transaction request 
is issued by the SC to a slave interface. Other types and 
degrees of parallel operation may be implemented. 

FlQwqontrol 

Figures 4-7 illustrate how flow control takes place in 
the present invention for each of four different types of 
transactions: 

Figure 4: read operation from memory (i.e. where 
the slave interface is a memory interface; 

Figure 5: write operation to memory; 

Figure 6: read operation from a device other than 
memory; and 

Figure 7: write operation from a device other than 
memory. 

Other operations, such as cached read transac- 
tions (which involve the snoopbus, not a focus of the 
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present invention) are possible, but these will suffice to 
illustrate the features of the present invention. 

In Figures 4 and 5, for the sake of simplicity the 
queues and registers illustrated in Figure 2 are not 
shown, but should be understood to be included in both 
the master interfaces (UPA ports) and system controller, 
in essentially the same configuration as in Figure 2. 
Thus, the transaction control described above with 
respect to Figures 2 and 3 is accomplished also with 
respect to Figures 4-5, as well as 6-7. 

However, the memory banks shown in Figures 4 
and 5 need not include slave queues as shown in Figure 
2, nor does the system controller in Figure 4 need to 
include a config register and counters as in Figure 2; 
rather, conventional flow control as between a read- or 
write- transaction requesting device and memory may 
be utilized, and will be implementation-specific. Many 
standard designs that ensure that read and write 
requests are properly meted out to the memory banks 
will be appropriate. In this example, steps (boxes) 470- 
490 and 530-550 in Figures 3A-3B are replaced by 
equivalent steps for control of read and write transac- 
tions to and from the memories. 

In Figure 4, a specific embodiment of an intercon- 
nect module 600 is illustrated, where memory banks 
610 ... 620 are the slave devices, with a total of m mem- 
ory banks being indicated by the subscripts (0) ... (m-1). 
There are likewise multiple master interfaces (UPA 
ports) 630 ... 640, in the present example 32 master 
interfaces being indicated by the subscripts 0 ... 31. A 
datapath crossbar 625 couples the memory banks to 
the UPA ports in a conventional manner. 

As a rule, in this operation the order of reception of 
the transaction requests will be the order of reply by the 
slave interfaces. 

In general in Figures 4-7, the order of events is indi- 
cated by the circled event numerals 1 . 2, 3 and 4 (with 
accompanying arrows indicating the direction of data or 
signal flow), as the case may be for each figure. With 
the exception of the fact that the memories in Figures 4 
and 5 do not include the slave queues and ID register of 
the slaves shown in Figure 2, the following description 
of data flow with respect to Figures 4-7 should be under- 
stood to include the steps described with respect trans- 
action request control (see Figures 3A-3B). Thus, for 
each request issued, the appropriate counter consulta- 
tion, incrementation and decrementation is carried out 
to determine that the request is sent at an appropriate 
time. The respective queues are also handled as appro- 
priate. 

Memory ffeacf Requests; Figure 4 

This read request example assumes that data is 
coming from memory, and not, e.g., from a cache. 
Snoop operations on the snoopbus shown in Figure 4 
are not in consideration here. 

Event 1 : When a UPA master port such as post 630 
has a read-from-memory transaction ready, and the 



master counter is not at its allowed maximum (see box 
430 in Figures 3A-3B), the read transaction is issued on 
the UPA_Addressbus from UPA port 630 to the system 
controller 650. This is indicate by the event 1 (P_REQ) 

5 along the UPA_Addressbus 660 in Figure 4, with the 
direction of the information indicated by the arrow, i.e. 
from the port to the SC. 

Event 2: The memory cycle [i.e. RAS (read- 
address-strobe)/CAS (column-address-strobe) request 

10 issuance] is issued over memory control bus 670 to the 
memory banks 610 ... 620. See vent 2 ("RAS/CAS") 
along bus 670. 

Event 3: The datapath is scheduled by a signal 
along the datapath control bus 680, and data items are 

15 accordingly delivered from memory to the datapath 
crossbar 625 via a memory databus 690 and UPA data- 
bus 700. This fulfills the read request. 

Memory Write Requests: Figur? 5 

20 

Rgure 5 depicts the same circuit as Figure 4, but 
the flow is different because it relates to a (non-cached) 
write operation instead of a read operation. Event 1 is 
the issuance of the write request along the UPA address 

25 bus 660. 

In event 2, the datapath control signal over the bus 
680 is sent to enable the datapath crossbar 625. Also 
an S_REPLY is sent over bus 710 by the SC 650 to the 
UPA port 630 to source the data after the datapath is 

30 scheduled, and the data items are sent from the UPA 
port 630 to the datapath crossbar over data bus 700. 
Here, they are buffered, in preparation for forwarding to 
the memory banks. At this point, the counter in the UPA 
port is decremented to show that another transaction 

35 request is available to the system controller. 

In event 3, the memory banks are enabled via bus 
670 using RAS/CAS signals, and data items are sent 
via bus 690 to the memory banks. This completes the 
write operation. 

40 The foregoing method ensures that no write 
request is issued until the write data are ready. E.g., if 
the databus 695 is 144 bits wide, but the bus 690 is 288 
bits wide, the data words are buffered in the crossbar, 
assembled into 288-bit blocks, and then written to mem- 

45 ory. 

Slave Read Requests; Figure 6 

Figure 6 illustrates a read sequence to a slave 
so device other than memory, and is similar to Rgure 2, but 
for this example a single master interface 71 0 and a sin- 
gle slave interface 720 are used, coupled by a system 
controller 720 and a datapath crossbar 730. 

Event 1 indicates the issuance of a read request 
55 P_REQ on UPA address bus 740 to SC 720. 

In event 2, the SC 720 sends the P_REQ on bus 
750 to the stave interface 710. To do this, if there are 
several slave interfaces, the SC must first decode the 
address to ensure that the P_REQ goes to the correct 
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slave interface. Event 2 informs the slave interface to 
prepare the data to move through the datapath. 

When the data items are ready, then event 3 takes 
place, namely the sending of a P_REPLY from the slave 
71 0 to the SC 720 over bus 760. 5 

In event 4, a series of steps are executed to cause 
the master interface to receive the data: SC 720 sched- 
ules the datapath 730, and issues an S_REPLY over 
bus 770 to the master interface 700. In addition, the SC 
issues the S_REPLY over bus 780 to the slave 710, to 10 
drive the data, when it is ready, on the slave's UPA dat- 
abus 790 via the datapath and over the databus 800 to 
the master interface 700. 

Slave Write Requests: Figure 7 15 

Figure 7 shows the identical apparatus as Figure 6, 
but illustrates a write sequence from a non-memory 
slave interface to a master interface. This sequence 
ensures that data cannot be transferred until the data 20 
queue PREQ_DQ of the slave interface 710 has suffi- 
cient space. 

In Figures 6 and 7, both a transaction request coun- 
ter 810 and a data queue counter 820 are shown in the 
SC 720. These are counters to determine how full the 25 
PREQ queue and PREQ_DQ queue (slave output data 
queue) are respectively. If these two queues are of dif- 
ferent sizes, then their associated counters 81 0 and 820 
are of different sizes. If these two queues are the same 
size, then a single counter may be used in the SC to 30 
monitor how full both queues are. 

Event 1: The first event of the write operation is that 
a P_REQ is issued by the master interface 700 to the 
system controller 720 over bus 740. 

Event 2: In event 2, the SC issues the P_REQ over 35 
bus 750 to the slave interface 710. The P_REQ includes 
sufficient words to inform the SC how much data is 
being written. As mentioned above, the slave data 
queue counter 820 is used to track how full the data 
queue PREQJDQ is. If the PREQ_DQ queue is too full, 40 
then the write transaction must wait. 

The data queue PREQJDQ may be the width of 
one word (e.g. 16 bits) or a block (e.g. 64 bits). Multiple 
transfer sizes are thus supported in the current system. 
Possible queue organizations include the maximum 45 
capacity per request, or some fraction of the maximum 
capacity per request, e.g. the 64-bit and 16-bit exam- 
ples cited above. 

If the queue PREQ_DQ is sufficiently available, 
then the write operation may proceed. Further in event so 
2, the SC schedules the datapath 730 with a datapath 
control signal "DP Ctrl", and issues an S_REPLY to the 
master interface over bus 770 to drive the data on its 
data bus 800. In addition, the SC issues the S_REPLY 
over bus 780 to tell the slave interface 71 0 to receive the ss 
data over its data bus 790. 

The transaction is complete as far as the master 
interface is concerned once it has received the 
S_REPLY and the data has been transferred over the 



bus 800 to the datapath crossbar 730. Thus, at this 
point, even though the slave interface may not yet have 
received the data, the master interface is prepared for 
an additional transaction. 

Since the address and data paths are independent, 
the request packet (which includes the destination 
address) and the corresponding data may be forwarded 
in any order to the slave port. That is, the data might 
actually arrive at the input queue PREQJDQ before the 
P_REQ arrives at the queue PREQ of the slave. If this 
happens, the data will have to wait until the P_REQ 
arrives, so that the slave can determine the destination 
address for the data. Alternatively, of course, the 
P_REQ may arrive first, and the data second, in which 
case it can immediately be written to the destination 
address specified by the P_REQ. 

Event 3: Once the slave has cleared the requested 
data from its data queue and the transaction request 
from its input queue, it issues a P_REPLY over bus 760 
to the SC, indicating that it is ready for another transac- 
tion. The SC decrements its counters 810 and 820 
accordingly. The transaction is now complete from the 
SC's point of view; i.e. there are no more actions to be 
taken by the SC. 

Transaction Qr^ring 

The transactions herein are any type of request by 
a master device or module (hardware, software, or a 
combination). These include read-data transfers, write- 
data transfers, etc., which must be connected with the 
read and write replies. That is, for example, each write 
request is logically linked to write data (i.e. data to be 
written). While in the foregoing description the ordering 
of data transfer has been assumed to be governed by 
the order of write requests, other possibilities exist. 

For instance, a link between a write request and the 
write data may be accomplished by assigning tokens to 
each write request and its corresponding data. The 
tokens would then be used to inform the system control- 
ler and processor of the completion of a given write 
request; that is, the write data carries its token along 
with it, and when it is received the write request having 
the associated token is known to be complete. Such a 
system requires token match logic to locate the associ- 
ated tokens. The token system can he applied to the 
system controller operation described above for any 
transactions requested by a master, and frees up the 
ordering requirement of transaction request vis-a-vis 
completion of the requests; that is, read and write trans- 
actions may be carried out in an order other than the 
order in which they were issued. 

In any case, for each transaction there will be a cor- 
responding reply by the system controller, whether or 
not there is a data transfer. As a general matter, the 
order of events for various transactions will be: 

Read from slave: read request --> slave read reply 
-> read data transfer (optional) 
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Write from master: write request -> SC write reply 
--> write data transfer (optional) 
Write from slave: (write request/write data trans- 
fer, in either order) --> slave reply when write data is 
consumed s 



written in the configuration register, such as interrupt 
priority level for the device, opaque information for the 
benefit of the interrupt handler, etc.) 

A. interrupt Transaction Control: Apparatus 



Thus, the present system is adaptable to many dif- 
ferent ordering schemes, or indeed to schemes such as 
a token system where no particular ordering is required. 

10 

Section 2, Interrupt Request Control 

Interrupt requests from an interrupter to a UPA port 
are handled by the packet-switched system discussed 
above. The interrupter generates an interrupt transac- is 
tion request packet PJNT_REQ which is issued to the 
SC, along with a 64-byte (or other desired size) block of 
data to be delivered to the destination, i.e. the device to 
be interrupted. The interrupt request PJNT_REQ 
(which may also be referred to as "the INT request") 20 
may be sent by I/O devices, asynchronous event/error 
reporting processes, or by any other device or process 
capable of generating interrupts in a conventional man- 
ner. 

The INT requests are sent by the interrupter to a 25 
central resource (here, the SC), which forwards them at 
an appropriate time to an interrupt handler UPA port, i.e. 
an interface that is preconfigured to handle incoming 
interrupts. It is an important feature that the interrupters 
can freely send out interrupts to the SC, which takes on 30 
the tasks of routing the interrupts and determining 
whether the targets are available to receive them, an 
then responding accordingly to the interrupter. While 
the SC is carrying out these functions, the interrupter 
can continue to execute other functions, including 35 
unloading its own incoming interrupt data or accepting 
new interrupts. 

A method for handling interrupts that are improperly 
transmitted to a port that is not configured as an inter- 
rupt handler is described below. In the preferred embod- 40 
iment of the invention, an interrupt cannot be sent to 
oneself, i.e. to the same device or process that gener- 
ated the interrupt. 

A data structure 1000 appropriate for implementing 
the interrupt request P_INT_REQ is illustrated in Figure 45 
8. The packet shown carries an interrupt target ID 1010, 
a transaction type 1020, a class 1030, a parity field 
1040, and other fields 1050 as desired. 

The interrupt target ID 1010 may be a physical 
address or may be a master ID maintained by the sys- so 
tern controller. A device may have a single target ID, or 
it may have several. In the latter case, the target device 
preferably includes a table in memory or a set or regis- 
ters (or register fields) storing information correlating 
the interrupt sources and their corresponding target ss 
ID'S. For example, for an I/O device this information is 
written into a set of interrupt configuration registers con- 
tained in the master-interface logic that interfaces the 
I/O device to the SC. (Other information may also be 



Figures 9 and 10 illustrate the apparatus and 
method for handling interrupts according to the inven- 
tion. In Figure 9, two devices 1 and 2 (designated by ref- 
erence numerals 1060 and 1070) are shown. Device 
1060 may be a conventional processor 1080, having 
associated I/O device(s) 1090 and memory 1100, and 
bang coupled to a master interface 1110 and a slave 
interface 1120. The master interface 1110 includes 
input and output data queues 1 1 30 and 1 1 40 coupled to 
a data bus 1150 and datapath crossbar 1160, and fur- 
ther includes a transaction request output queue 1170 
coupled to system controller 1 180. 

Hie slave interface 1120 similarly includes a data 
output queue 1190, as well as an interrupt data input 
queue 1200 to receive the aforementioned 64-byte data 
packets transmitted along with the INT requests, and a 
request data queue 1210 as described in Section 1 
above. The slave interface 1120 additionally includes 
PREQ and SREQ queues 1220 and 1230, and an inter- 
rupt request input queue 1240 (labeled PINT_RQ). 

Device 1070 may be a device similar to or different 
from device 1060. For purposes of illustration, a device 
is shown which is identical to device 1060, though it 
should be understood that any device incorporating the 
features of the invention may be used. Thus, device 
1070 comprises a conventional processor 1250 with 
associated I/O 1260 and memory 1270, and includes a 
master interface 1280 and a slave interface 1290. The 
master interface 1280 includes input and output data 
queues 1 300 and 1 31 0 coupled to data bus 1 320, which 
in turn is coupled to the datapath crossbar 1 160. Master 
interface 1280 also includes one or more output request 
queues 1330, as described in Section 1 (see particu- 
larly Figures 2 and 6-7). 

The slave interface includes an input data queue 
1340, an interrupt input data queue (PINT_DQ) 1350, 
and a transaction request data queue (PREQ_DQ) 
1360. In addition, it includes a PREQ and SREQ 
queues 1370 and 1380 and an interrupt request input 
queue (PINT_RQ) 1390. 

The system controller (SC) 1180 includes one or 
more input request queues (SCIQ) 1400 (one corre- 
sponding to each master queue 1 1 70), and one or more 
output request queues (SCOQ) 1410 (one correspond- 
ing to each slave coupled to the SC). As described in 
Section 1 above, each SCIQ 1400 has an associated 
SCID register 1405 identifying its capacity, and each 
SCOQ 1410 has an associated counter 1420 for moni- 
toring, under the control of logic 1430 of the SC, the 
number of transactions pending at an associated 
slave's input queue (here, queues 1220, 1230 and 
1240). 
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For the purposes of this Section 2, the output 
queues associated with queues 1220 and 1230 are not 
shown; i.e., for simplicity of illustration, only the output 
queue 1410 of the SC associated with the PINT_RQ 
queue 1240 is shown. 

The SC additionally includes a transaction request 
input queue (SCIQ) 1440 coupled to each master output 
queue 1330, and an associated SCID register 1445 
identifying its size, as well as one or more transaction 
request output queues 1450, one such queue being 
coupled to each slave interrupt request input queue 
(PINT_RQ) 1390. and counters) 1460, with one coun- 
ter for each such output queue 1450 to monitor the 
number of outstanding interrupt requests to the slave 
interface 1290. 

Again, the output queues associated with PREQ 
and SREQ 1370 and 1380 are not shown, for the sake 
of more clearly illustrating interrupt handling. 

The features of the apparatus of Figure 9 may be 
identical to like-labeled and identified features in Fig- 
ures 1-7. Thus, the discussion in Section 1 above 
applies fully to the apparatus of Figure 9. 

a Interrupt Transaction Control: Method 

The flow chart of Figure 10 illustrates the method of 
the invention, which is carried out in connection with the 
apparatus of Figure 9, using interrupt request packets 
as depicted in Figure 8. In describing this method, it will 
be assumed that device 1060 in Figure 9 has issued an 
interrupt request to device 1070, and that device 1070 
includes an appropriate interrupt handler, i.e. the slave 
interface and associated software stored in memory 
and executed on the processor 1250 to execute the 
required interrupt service routine. Thus, in Figure 9, the 
dotted lines represent actual connections that do not 
happen to be used for the interrupt transaction under 
discussion, while the solid lines are the connections 
(lines, buses) used by the particular transaction of the 
example. 

The nature of the interrupt transactions themselves 
may in the present invention be conventional; it is the 
manner and apparatus for controlling the handling of 
these transactions that are new. Thus, any standard 
interrupt handlers and mechanisms for performing inter- 
rupt service routines may be used. 

The initialization procedure described in Section 1 
is followed with respect to all interrupt handlers/slaves 
as well. Thus, each slave includes an interrupt input 
queue such as PINT_RQ 1390, and for each such 
queue 1390 the SO includes a config register (shown in 
Figure 2, but not separately shown in Figure 9), a coun- 
ter (such as 230-240 in Figure 2 or 1460 in Figure 9), 
and preferably an associated output queue (210-220 
and 1450). INT requests are handled in the same man- 
ner as other transaction requests at this stage in the 
pipeline, i.e. they are queued in the SC's output queue, 
sent to the slave only when the PINT_RQ has space, 
and the number pending in a given PINT_RQ is moni- 



tored by the count of the associated counter. The size of 
a given PINT_RQ is stored in the associated config reg- 
ister, which is, as described in Section 1 , written with the 
value from the slave's ID register at the time of initializa- 
5 tion. 

Except as specifically noted below, or with respect 
to interrupt operations that are either inherently different 
from other transaction requests (as discussed in Sec- 
tion 1) or as otherwise indicated in this Section 2, the 

10 apparatus (and its operation) for handling the interrupt 
requests is the same as described in Section 1 relative 
to other transaction request handling. 

An interrupt event begins with the issuance of an 
interrupt request (or INT request) PJNT_REQ by the 

75 master, as at step (box) 1 500 in Figure 1 0. The SC 1 1 80 
receives the INT request (box 1 51 0), and determines (at 
box 1 520) from field 1010 (target ID) the appropriate tar- 
get for the interrupt. This is done by SC logic 1430, i.e. 
circuitry and/or software configured in a conventional 

20 manner for this purpose. 

At box 1530, the SC 1 180 determines by examining 
its counter 1460 whether the slave interface 1290 can 
accept an INT request - i.e., the SC determines 
whether the slave INT request input queue 1 390 is full. 

25 In prior systems, only one interrupt at a time can be 
accepted, The use of the INT input queue 1390 allows 
the interrupted device 1290 to accept as many inter- 
rupts as desired, as determined by the depth of the 
queue. It may, if desired, still be only one deep, or it may 

30 hold many INT requests. This allows the interrupt han- 
dler to accept INT requests even though they may be in 
the middle of noninterruptible tasks, or processing 
another interrupt, or sending out their own interrupts. 
This helps increase throughput of interrupts and the 

35 system as a whole, particularly where there are many 
interrupts being issued to a given device. 

Assuming at this point that the slave (interrupt han- 
dler) can accept a new INT request, the method pro- 
ceeds to step 1540, where the SC issues an 

40 acknowledgment S_WAB (for SC Write Acknowledge 
Block) to the master interface 1 1 10, as illustrated in Fig- 
ure 9, thus communicating to the master that the SC 
was successful in delivering the INT request to the 
slave. 

45 At step 1550, the SC increments counter 1460 to 
reflect the transmission of the INT request to the slave. 

At step 1560, the INT request (PJNT_REQ) itself 
(see Figures 8 and 9) is forwarded on an address bus to 
the slave 1290, along with an instruction S_SWIB (for 

so SC write interrupt block) to the slave to accept the 64- 
byte interrupt data packet (not illustrated) via the data 
bus 1150, the data crossbar 1160 and the data bus 
1 320. The datapath crossbar 1 1 60 is enabled by the DP 
control (DP Ctrl) signal on the line connecting the SC 

55 1 180 to the crossbar 1 160 at effectively the same time 
as the S_SWlB signal is sent. 

The configuration of the interrupt data packet will be 
according to the needs of the system designer. It is 
highly advantageous to provide this data packet (over 
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the data bus, in the preferred embodiment) at effectively 
the same time as the INT request itself, since this allows 
the interrupt handler to immediately go about process- 
ing the interrupt, without further reads from the interrupt 
handler to the interrupter, as has been required in prior 
systems. For instance, the interrupt data packet can 
include a priority signal, the interrupt vector, necessary 
actual data the interrupt handler will need (including, 
e.g., data to be written to memory or cache), the ID of 
the interrupting device, and so on. This helps interrupt 
throughput and reduces the number of transactions 
required by both the interrupter and the interruptee. 

The 64-byte data packet may be transmitted to the 
interrupt handler (slave) in the same manner as 
described above in Section 1 for slave write requests, 
using S_REPLY's and P_REPLY's as shown in Figure 7. 

At step 1 570, the SC determines whether the recip- 
ient slave comprises a valid interrupt handler. The SC is 
preconfigured (by logic, memory and/or other conven- 
tional means) to be able to determine from the target ID 
and/or the address of the target what type of device the 
target is, such as a processor. If the target of the INT 
request is not a valid interrupt handler, which indicates 
an error (such as a programming error), the present 
system drops the INT request (box 1580) - i.e., it does 
nothing with it at ail - and nonetheless issues an inter- 
rupt acknowledgment (PJAK) back to the SC (see Fig- 
ure 9), as though the target were valid. (Why a valid 
PJAK is returned is explained below.) The method then 
proceeds to step 1630, where the SC decrements its 
slave INT counter 1460, and then to step 1590. which 
ends the INT transaction (unsuccessfully, since an 
improper target was identified in the INT request). 

If at step 1570 the target is found to be valid, then 
the slave removes the INT request from its INT input 
queue (PINT_RQ) 1390 (see box 1600), and executes 
predetermined steps (stored in memory 1270) to unload 
the interrupt data in its PINT_DQ queue 1340. The 
interrupt vector or other data with the 64-byte data 
packet are thus processed, and the slave sends an 
interrupt acknowledgment PJAK to the SC (box 1620). 
This is a signal to the SC of successful completion of the 
interrupt request, and thus at step 1630 the SC decre- 
ments its INT request counter 1460, and at box 1590 
the interrupt transaction is complete. 

If at box 1530 the target is unable to receive the 
pending INT request, then the method proceeds to step 
1640. The typical reason why a target would be unable 
to receive an INT request would be that its PINT_RQ 
(INT request input queue) is full, i.e. it has received the 
maximum number of INT requests allowed to it by the 
depth of its PINT_RQ queue without issuing a P_l AK. In 
this case, the SC issues a negative acknowledgment 
(commonly called a NACK, and identified in Figures 9 
and 10 as SJNAK) to the master, and the SC drops the 
PJNT_REQ without passing it on to the slave. At step 
1650, the master waits a random (or pseudorandom) 
period of time, then proceeds to step 1500 to reissue 
the INT request. 



Because the master is configured to reissue the 
INT request, no state of the system need be maintained 
by the SC. I.e., once it issues its NACK, it need not 
retain any information about that INT request or its dis- 

s position, which could otherwise require considerable 
transaction history maintenance. 

The randomness of the period of time that the mas- 
ter waits before resending an INT request helps to pre- 
vent situations where a given interrupter repeatedly 

10 sends interrupts to another device, preventing the 
receiving device from sending its own interrupts (by 
causing it to delay its own interrupts to process incom- 
ing interrupts from the first interrupter). (In this applica- 
tion, "random" may be taken to mean either truly 

is random or pseudorandom, i.e. random with certain pre- 
determined constraints.) Thus, the interrupter is caused 
to delay some random period of time, and in that period 
the second device gets a chance to clear the outstand- 
ing interrupt(s) and issue its own interrupt request. This 

20 promotes evenhandedness in the ability of each master 
to deliver interrupts. 

The ability of an interrupted device to unload an INT 
request from its INT input queue during the random 
retry interval prevents live-lock (also referred to some- 

25 times as deadlock) situations. For example, if a first 
processor sends an interrupt that gets NACKed, and 
had already received an interrupt request from a second 
interrupter, in earlier designs, the first processor would 
have to wait until its own outgoing INT request has been 

30 successfully transmitted (and ACrCed) before it can 
process the previously received INT request from the 
second processor. In the system of the present inven- 
tion, the first processor will receive a NACK for its outgo- 
ing INT request, and then can go ahead and process 

35 the INT request from the second processor sitting in the 
first processor's input queue. The first processor will 
send its outgoing INT request again after the random 
wait interval. 

It should be noted that in conventional systems, the 

40 sending of an INT request is a multi-instruction 
sequence which canl be interrupted, i.e. an INT request 
cannot normally be received while a processor is in the 
midst of sending its own INT request. In the current sys- 
tem, by way of contrast, the processor can receive as 

45 many INT requests as it has spots in its INT request 
queue, regardless of its current operation when those 
INT requests are received. 

In general, the use of a separate INT request queue 
P1NT_RQ in each interrupt handler/slave prevents the 

so blocking of data transactions by INT requests, and 
reduces latency. 

Returning to the dropping of the INT request at box 
1580: if the INT request were not dropped, but rather a 
SJNAK were issued to indicate a failed interrupt 

55 attempt, then the master would simply wait the random 
period of time and reissue the improper interrupt 
request. The dropping of the INT request ensures that it 
will not be resent 
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